
Intrusion Detection 

Based on 

Deep Learning
Overview and Further Challenges

Prof. Kwangjo Kim 

Nuclear Security and Emerging Disruptive Tech: 

The Impact of Cyber and AI,

March 22, 2018

Cryptology and Information Security Lab

Graduate School of 

Information Security



1 36

Contents

ÅIntroduction

ÅUnderstand IDS

ÅUndestanding Deep Learning

ÅDeep Learning-based IDSs

ÅSummary and Future Challenges



2 36

Speaker

» Contact Information
˾ Room 901@N1, 042 - 350- 3550, 010 - 9414- 1386 
˾ E- mail: kkj@kaist.ac.kr Home page: http://caislab.kaist.ac.kr/kkj

» Career
˾ '79 ~ '97 : Section Head of Coding Tech. #1 in ETRI 
˾ '99 ~ '00 : Visiting Professor at Univ. of Tokyo, Japan
˾ '99 ~ ̃ty: Director of IACR / Institute for IT - gifted Youth
˾ '98 ~ ̃t}: Professor / Dean of School of Engineering in ICU
˾ '02          : 1000 World Leaders of Scientific Influence by ABI
˾ ̃tydãdó06  : Visiting Scholar at MIT/UCSD
˾ ó09.1~12  : President of KIISC
˾ ̃t}rwdãdddd~ddµ×ÔËÊØØÔ×dÎÓd¨¸©¥d°¦®¸¹pd­ÔÓÔ×ÆÇÑÊdµ×ÊØÎÉÊÓÙdÔËd°®®¸¨
˾ ó12.1~8    : Visiting Professor at KUSTAR, UAE
˾ ̃uwrul{mãvl|md~d»ÎØÎÙÎÓÌdµ×ÔËÊØØÔ×dÆÙd®¹§pd®ÓÉÔÓÊØÎÆ
˾ óuxdddddddddd~d¼ÍỖØdÜÍÔdÎÓdÙÍÊdÜÔ×ÑÉdl¦§®mdjdvtttdd´ÚÙØÙÆÓÉÎÓÌd®ÓÙÊÑÑÊÈÙÚÆÑØdÔËdÙÍÊdvust Century (IBC)
˾ ó15          : H. President of KIISC, Korean Representative to IFIP TC11
˾ ó17          : Fellow of IACR

» Academic Activities
˾ More than 100 Program Committee Members of Crypto and Security Conferences
˾ General Chair  of Asiacrypt2004, and CHES2014
˾ More than 20 invited talks to international conferences
˾ Editor- in- Chief, Cryptography, MDPI online Journal

» Course offered / Fluent Language 
˾ CS448, CS548 / English, Japanese, Korea  

» Awards
˾ Presidential Appreciation( ótvrmpµ×ÊØÎÉÊÓÙÎÆÑd¨ÎÙÆÙÎÔÓdl̃t}r}mpd

Minister of NIS ( ó09.12)
» Hobby

˾ Driving, Mountain Climbing, Cycling, Skiing, Rafting, etc. 

mailto:kkj@kaist.ac.kr
http://caislab.kaist.ac.kr/kkj
http://www.iacr.org/
http://www.kiisc.or.kr/
http://www.chesworkshop.org/
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History of Cyber Attacks in Korea (in Part)

2009
7̋7DDoS happened

2010
M̋ilitary HQ for Cyber Security established

2011

L̋aw on Personal Privacy enforced

3̋4DDoS happened

2012
I̋nformation Security day, 2 nd Wed. in July 

2013

3̋20 Cyber terror to Korean Banks, etc

6̋25 Cyber terror to Web page@BH. etc

2014

1̋00 Million personal informations leaked in 3 major credit cards

K̋EPCO hacking

3rd Asiacrypt2011 in Korea

http://ko.wikipedia.org/wiki/7%C2%B77_DDoS_%EA%B3%B5%EA%B2%A9
http://blog.estsoft.co.kr/65
http://www.trendmicro.co.kr/kr/support/blog/compromised-auto-update-mechanism-affects-south-korean-users/index.html
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Global Attacks in 2016 (1/2)

Global Leaks During 2016*

https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S_PKG=ov57325

https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S_PKG=ov57325


6 36

Global Attack in 2016 (2/2)

How to secure our networks?

Sampling of attack types*

https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S_PKG=ov57325

https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S_PKG=ov57325
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Firewall vs IDS
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Types of IDS (location)  (1/2)

ÅNetwork-based

ÅHost-based

ÅHybrid
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Types of IDS (methodology) (2/2)

ÅMisuse-based: detects any attack by checking whether the attack
characteristics match previously stored signatures or patterns.
This also known as signature-based IDS.

ÅAnomaly-based: identifies malicious activities by profiling normal
behavior and then measuring any deviation from it. It leverages s
tatistical analysis or machine-learning.

ÅSpecification-based: manually defines a set of rules and constrain
ts to express the normal operations. Any violation of the rules
and constraints during execution is flagged as an attack.
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Comparion of IDS

Misuse -based Anomaly -based Specification -based

Method
Identify known attack     

patterns
Identify unusual        
activity patterns

Identify violation of    
pre-defined rules

Detection Rate High Low High

False Alarm Rate Low High Low

Unknown Attack  
Detection

Incapable Capable Incapable

Drawbacks
Updating signatures  

is burdensome

Computing any stat
istical or machine-
learning is heavy

Relying on expert       
knowledge to define    
rules is undesirable
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Learning : Supervised vs  Unsupervised

ÅUnknown attack detection: Detects new attacks without prior 
knowledge

Supervised Unsupervised

Definition
The data are labeled with        

pre-defined classes.
The data are labeled without

pre-defined classes

Method Classification Clustering

Example
Å Support Vector Machine (SVM)
Å Decision Tree (DT)
Å Fuzzy Inference System (FIS)

Å k-means Clustering, 
Å Density-based Spatial Clustering of A

pplications with Noise (DBSCAN) 
Å Ant Clustering Algorithm (ACA)

Known Attack DR High Low

Unknown Attack DR Low High
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Tree of Deep Learning

ÅANN, SAE,RBM,DBN, CNN,etc

Figure from Aminanto, M.E. and Kim, K.J., ñDeep Learning in Intrusion Detection System: An 
Overviewò, International Research Conference on Engineering and Technology-IRCET 2016, 
Jun. 28-30, 2016, Bali, Indonesia.


