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Contact Information
Room 901@N1, 042 - 350- 3550, 010 - 9414- 1386
E- mail: kkj@kaist.ac.kr Home page: http://caislab.kaist.ac.kr/kkj
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Academic Activities

More than 100 Program Committee Members of Crypto and Security Conferences
General Chair of Asiacrypt2004, and CHES2014

More than 20 invited talks to international conferences

Editor- in- Chief, Cryptography, MDPI online Journal Asen
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Trends of ICT Security
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History of Cyber Attacks in Korea (in Part)

Y
” 77DDoS happened
2009 ) = oz
IR N -
=
) : el
“ Military HQ for Cyber Security established la
2010 ) OIS T3 OO
N\ i
“ Law on Personal Privacy enforced
” 34DDoS happened (B =
2011 | 34DDos happ ML=
“ Information Security day, 2 " Wed. in July
2012

“ 320 Cyber terror to Korean Banks, etc
2013 =~ 625 Cyberterror to Web page@BH. etc

“ 100 Million personal informations leaked in 3 major credit cards
2014 ~ KEPCO hacking

KOICA-



http://ko.wikipedia.org/wiki/7%C2%B77_DDoS_%EA%B3%B5%EA%B2%A9
http://blog.estsoft.co.kr/65
http://www.trendmicro.co.kr/kr/support/blog/compromised-auto-update-mechanism-affects-south-korean-users/index.html

Global Attacks in 2016 (1/2)

us

150 GB from an Ohio
urology group” including
protected health
information (PHI) data

us

400 GB of Habitat for
Humanity** volunteer

data including background
checks

us

500 GB from Gorilla
Glue® including intellectual

property

Global Leaks During 2016*

Canada

5 GB data stolen from a
casino chain' including
national ID numbers, photo
ID copies and other
personally identifiable
information (Pll)

Turkey

Germany/Europe

Turkish polk r$
1.9 TB of insider information £ AR POSGR Sobe

about European football
players.? their salaries
and contracts

T T
P N
a\ﬂ' Poland
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14 GB from a Polish Internet
service provider (ISP)**

France

3 GB leak of data from the
French Masonic lodge,*™
providing an insider look
into the highly secretive
Freemason organization

=

Qatar

1.4 GB of data from a Qatar
bank¥** including
intelligence reports on
people of interest

Kenya

1TB of data from

Kenyan Ministry of Foreign
Affairs™ including trade
secrets and classified
information

17 GB archive of files from

Philippines

300 GB of Filipino voter
data' (Comelec) consisting
of half the country’s voters
and including fingerprints
and passport scans
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India

100 GB from a Kerala, India
governmentss server to
Facebook including names,
addresses and income

https://www-01.ibm.com/marketing/iwm/dre/signup?source=urx-13655&S PKG=0v57325
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Global Attack in 2016 (2/2)

\

A major recommendation mn the guidance above 1s to deploy a wireless intrusion detection

system (WIDS) and wireless intrusion prevention system (WIPS) on every network, even when
wireless access to that network is not offered, to detect and automatically disconnect devices
using unauthorized wireless services.

i , ELWUIKS ¢
A Guide to Securing Networks

for Wi-F1 (IEEE 802.11 Family)

Department of Homeland Security
Cybersecurity Engineering
Version 1.0 — March 15, 2017

DDoS Malware Heartbleed Undisclosed

- A Homeland PKG=0V57325
V Securlty
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Firewall vs IDS
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Types of IDS (location) (1/2)

A Network-based
A Host-based
A Hybrid
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Types of IDS (methodology) (2/2)

A Misusebased detects any attack by checking whether the attack
characteristics match previously stored signatures or patterns.
This also known as signature-based IDS.

A Anomaly-based identifies malicious activities by profiling normal
behavior and then measuring any deviation from it. It leveragess
tatistical analysis or machine-learning.

A Specification-based manually defines a set of rules and constrain
ts to express the normal operations. Any violation of the rules
and constraints during execution is flagged as an attack.




Comparion of IDS

Misuse -based Anomaly -based | Specification -based
|dentify known attack |dentify unusual |dentify violation of
Method . :
patterns activity patterns pre-defined rules
Detection Rate High Low High
False Alarm Rate Low High Low
Unknown Attack
Detection Incapable Capable Incapable
Updating signatures C;ornputmg any stat Relying on expgrt
Drawbacks : istical or machine- knowledge to define
Is burdensome . : :
learning is heavy rules is undesirable




Learning : Supervised vs Unsupervised

A Unknown attack detection: Detects new attacks without prior

knowledge
Supervised Unsupervised
— The data are labeled with The data are labeled without
Definition : :
pre-defined classes. pre-defined classes
Method Classification Clustering
. A kmeans Clustering,
A Suppc_)rt BB [EE s (S A Density-based Spatial Clustering of A
Example ﬁ EeC'S'?;‘fT:eﬁ (D;) S S pplications with Noise (DBSCAN)
Uzzy Inference sy A Ant Clustering Algorithm (ACA)
Known Attack DR High Low
Unknown Attack DR Low High
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Tree of Deep Learning

A ANN, SAE,RBM,DBN, CNN, efc

[

Figure from Aminanto, M. E. a n dDe#piLearningin Idtrusjon Detection System: An
Overviewo , I nternational Research Conf edRCATC2816,on Engi neering and Technol og
Jun. 28-30, 2016, Bali, Indonesia.
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